Swagger Ul with Tek NS US:

1. Enter the following command from Linux machine to get JWT token. Make sure the Linux
machine has necessary curl packages installed.

Linux Command:

The username and password fields highlighted below should be your login username and password used to
login to the Tektelic Network Server https://lorawan-ns-na.tektelic.com.

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' -d

"{"username":"your_username ", "password":"your_password"}' 'https.//lorawan-ns-
na.tektelic.com/api/auth/login' | grep -o ""token":"[*"]*' | grep -0 '[*"]*S’

After entering the above curl command, it would give you the token like this.

eyJhbGciOiJIlUzUxMiJ9.ey)zdWIiOilkbWFyY2hhcmxhQHRIa3RIbGIliLmNvbSIsinNjb3Blcyl6 WyJDVVNUTO1FUI9BR
ELJTiIALCI1c2VySWQIiOilINzU3MTdmMCOzYjImLTEXZWMtYWMxYy0zMzg5NGFiYjQxYWIiLCImaXJzdE5ShbWUi
OiJEaGFudXNoaWsiLCIsYXNOTmFtZSI61k1hY2hhcmxhliwiZW5hYmxIZCl6dHJ1ZSwicHIvdmIkZXJJZCI61jYxNjNiYzE
WLThjYTgtMTFINy1iYjJjL ThkZDIzZNDg2MTQzMSIsImN1c3RvbWVySWQiOil4NjUOMzY2MCOONGViL TExZTktODBh
MC1hMzZIM2ZiZWMONZzcil Clpc3MiOiJOZWt0ZWxpYy5jb20iLCIpYXQiIOjE2NTY5NzA2NzcsImVA4cCI6MTY1Njk3N
2g3N30.ENIXMJjeMSetkZ2tBUbs3y73pfYLALZOUgCtMU_cQqF6!-kujRnQ5ZpAzB0Ox9sH1IR-
PRsU1jVNhGXzDzobJ1w

Windows Command:

C:\curl>curl -X POST --header "Content-Type: application/json" --header "Accept: application/json" -d
"{\"username\":\" your_username\",\"password\":\"your_password\"}" "https.// lorawan-ns-
na.tektelic.com/api/auth/login"

In this example | used US Instance. For EU instance please use 'https://
lorawan-ns-eu.tektelic.com/api/auth/login’

User name and Password — Login credentials to NS.

After entering the above curl command, it would give you the token like this.

{"token":"eyJhbGciOiJIUzUxMiJ9.eyJzdWIiOiJkbWFyY2hhcmxhQHRIa3RIbGliLmNvbSIsinNjb3Blcyl6 WyJDVVNU
TO1FUI9BRELITiJALCI1c2VySWQIOiIINzU3MTdmMCOzYjImLTEXZWMtYWMxYy0zMzg5NGFiYjQxYWIiLClmaXJz
dE5hbWUIOIJEaGFudXNoaWsiLCIsYXNOTmFtZSI6lk1hY2hhcmxhliwiZW5hYmxIZCI6dHJ1ZSwicHJvdmlkzZXJJZCI6]
JYXNjNiYZEWLThjYTgtMTFINy1iYjljL ThkZDIzNDg2MTQzMSIsImN1c3RvbWVySWQIOil4NjUOMzY2MCOONGVILTE
xZTktODBhMC1hMzZIM2ZiZWMONzcil CIpc3MiOil0ZWt0ZWxpYy5jb20iL ClpYXQiOJE2NTY5NzI50TesimVAcCl6
MTY1Njk4MDE5N30.Gj10K6-

NYIqLEJWSIszRKn8YiZagAMXTLG _yP651uplsWNYj0eayATIFmIFSOsvtRVOylkOr5tHVFK67Hjpa0Q", "refreshTok
en":"eyJhbGciOiJlUzUxMiJ9.ey)zdWIiOiJkbWFyY2hhcmxhQHRIa3RIbGliLmNvbSIsinNjb3Blcyl6 WyJSRUZSRVNIX
1RPSOVOII0sInVzZXJIZCI6IjU3NTcxN2YWLTNIMmYtMTFIYy1hYzFiLTMzODKOYWJiNDFhYilsimlzcyl6InRla3RIbGIjL
mNvbSIsimp0aSI6liMIM2ZiNThhLWFKkOTUtNGQ5Yy1hNDdjLWRINWYxZDAyNzY5ZilsimlhdCI6MTY1Njk3Mjk5N
ywiZXhwljoxNjU3MDU5Mzk3fQ.EYWRIi5EPM84TtDmyxExHI-
8ROGNWch0645DOFFwExwzgOXYYHBCII5colljKpgS-YZQMHqAIXBQ_mTOCIJROnQ"}


https://lorawan-ns-na.tektelic.com/

Then copy the first part of the token (as highlighted above), which is JWT token.

2. Go to swagger page for the Network Server: (In this example | used US Instance)
https://lorawan-ns-na.tektelic.com/swagger-ui.html#/

0 Selectaspec | toktelic-lora-ns v |

TEKTELIC LoRaWAN NS REST API®

TEKTELIC LoRaWAN Network Server REST AP

admin-controller dmin controlle 3
alarm-rules-controller Alarm Rules Cantraler >
api-limits-controller Ap: Lmis controlle; 3
application-controller sppication controlle >
auth-controller suth Controlier 5
azure-integration-controller Azure integration Controlie 5
configuration-controller confizuration contraller »

Then click Authorize button. And type Bearer then give a space and paste the JWT token that you
copied before. And then select Authorize button. You are logged in now.

Available authorizations

JWT token (apiKey)

Name: X-Author ization
In: neader

Value:

Bearer pyJhbGciOiJIUzUxMi.




Then select the APl that you want to get information from NS. In this example | selected Device-
controller then selected “GET /api/device/eui/{eui}’. Then | entered the EUI for my device in the “value”
field. Then select “Try it out!” button.

ﬂ Japi/fdevice/eui/{eui} getDeviceByEui ﬂ

Parameters

Name Description

auj * reauired eui

5([ rw't ;-g 647FDAO0O00D008BFF
path)

T |

Responses Response content type | */* ~ ]

Curl
/api/device/eui /6ATFDABBBOREBSFF" —H “accept: x/x" H "X-Authorization: Bearer

) 5331 ThkZDTZHDEIMTQZMS TS TmN1c3Rv by SWQ 101 T4N] UBMZYZHCBBNGY L TEXZTtODERMCLhMZZ1H2Z
1 ZWHBNZC1LCIpe3Mi01I8ZWteZWxpYy5]jb261LCIpYXQi0j E2NTYSHZAZNZ cs TmVACCIGMTY 1N k3Nzg3N38 - ENIXNJJE"SElkZZtEUDSJV73FWLALZDU“CtHU CQQFEI-kujRnQ5ZpAzBBx9sH11R-PRsU1jVNhGXzDzobI 1w™

Request URL

https://lorawan-ns-na.tektelic.com:443/api /device/eui/647FDABSBEAOBEFF

You will get the response containing the information of the Device as shown below.

Request URL

a. tektelic. com:443/api /device/eui /64TFDAGSOBBOBEFE

Server response

Code Details

20 Response body

{
wign: |
"emtityType": "DEVICE",
"3cT7b9740-f401-11ec-aa28-f354b6acBB32"

reatedTime": 1656184668852,
dditionalInfo": null,
"dsaf",
64TFDABBOABEBEFF"
647FDASB10888188" ,
= {
ntityType"
6163bc18-8caB-11eT-bb2c-8dd234861431"

86543660-44cb-119-8828-a36e3 Fhecd 77"

1,
"deviceModelId": {
ntityType™: “DEVICE_MODEL",
: "11442626-al6c-1lec-Becd-d5a6Tdcdd58c”

pplicationd™: {
ntityType": "APPLICATION",
"a338f4a8-d868-1lec-9a5d-17d0T39d884d" Download

cache-control: no-cache, no-store, max-age=8, must-revalidate
content-type: application/json
date: Mon, 84 Jul 2022 21:48:17 GMT

chunked
Control-Request-Method, Access-Control-Request-Headers

x-content-type-options: nosni

x-xss-protection: 1; mod

Responses

Code Description




Troubleshooting Tips:

Windows Machine:
The empty space in the JWT token will cause an issue.

In windows command prompt, when the JWT token gets displayed in multiple lines, ensure that you
remove the empty space when copying to Authorize field on Swagger Ul. Then, select“Authorize”
button.

For ex: (Here is the key from my windows command prompt)

"Accept: application/json" -d "{\"username\":\"dmarch ctelic.com\",\ "https://lorawan-ns-na. te

bWUi01i)EaGFudXN

yY2hhcm>
YjcANiTsIm

{"token":"eyJhbGciOiJlUzUxMiJ9.ey)zdWIiOiJkbWFyY2hhcmxhQHRIa3RIbGIljLmNvbSIsinN
jb3BlcyleWyJDVVNUTO1FUI9BRE1JTiJALCI1c2VySWQIiOilINzU3MTdmMCOzYjImLTExXZW
MtYWMxYy0zMzg5NGFiYjQxYWIiLCImaXJzdE5hbWUIOIJEaGFudXNoaWsiLCIsYXNOTmFt
ZS161k1hY2hhcmxhliwiZW5hYmxIZCl6dHJ1ZSwicHIvdmlIkzZXJJIZCI61jYxNjNiYzEwLThjYTgtM
TFINy1iYjJjLThkZDIzZNDg2MTQzMSIsImN1c3RvbWVySWQIiOil4NjUOMzY2MCOONGVIiLTExZ
TktODBhMC1hMzZIM2ZiZWMONzcil CJpc3MiOiJ0ZWt0ZWxpYy5ib20iLCIpYXQIOjE2NTYS
NzI1MzIsiImV4cCIEMTY1Njk30TczMn0.2MdKY8EDjwtOLTciMnceDN-
eLjlaRIXsFWf7jjxnOlIHIj4Coj2x4tiFOR7doKFABihd9BrPOhuikAc1ZYizYw", "refreshToken":"
eyJhbGciOiJlUzUxMiJ9.ey)zdWIiOilkbWFyY2hhcmxhQHRIa3RIbGliLmNvbSIsinNjb3Blcyl6
WyJSRUZSRVNIX1RPSOVOII0sInVzZXJIZCI6IjU3BNTcxN2YWLTNiMmYtMTFIYy1hYzFjLTMzO
DkOYWIJiNDFhYilsimizcyl6IinRla3RIbGliLmNvbSIsimp0aSI61jVjOGRKNmMI2LWVjYmUtNDVk
MiO4AMWViLWVjYmRhNTMXxYjc4NilsImlhdCI6MTY1Njk3MjUzMiwizXhwljoxNju3MDU40
TMyfQ.RtBELPV-MEBkctFjn_70GR_NdJHQgOyRa8kSyNHeFOHZve5-

Z1T80upw5AKTINWTMVvT_B2HLa19T_zVhIK069Q"}

So, when adding the JWT token on Swagger Ul, ensure that there is no space between multiple lines.
Then select “Authorize” button.

Now you should be to make API call successfully. It should return with a 200 response code.



