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1. Introduction

TEKTELIC Embedded LNS Gateways simplify the integration of LoRaWAN devices with industrial
protocols such as MQTT, BACnet IP, and Modbus TCP/IP.

Depending on the intended use case, the configuration steps for these gateways may vary. To
start, ensure that all components are correctly set up as follows:

1. Initial Setup:
e Add LoRaWAN Device Profiles, and Devices using Kona Link. (Section 2 & 3)
2. Protocol-Specific Configuration: Configure and manage the supported protocols:
e BACnet/IP: Refer to Section 4.1 for setup guidelines.
e Modbus TCP/IP: Refer to Section 4.2 for detailed steps.
¢ MAQTT: Refer to Section 4.3 for configuration instructions.
3. Licensing process to retrieve fingerprint and to activate license (Section 5)

You can see some troubleshooting tips specific for the use cases in Section 6

ﬁ)TE: Important note for Users \

e The Embedded LNS BSP version 7.2.13 now requires a valid license.

e Before proceeding, please ensure that you:
o Have obtained and activated the required license.

o Have switched from External LNS to Embedded LNS in your configuration,

as shown below.

Embedded LNS Set Up

This gateway is configured to use Embedded LNS.

Embedded LNS External LNS

Discard




2. Manage Device Profiles

1. Login to Kona Link web page using “Host Name” or “IP Address”:
e Using “Host Name”
Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/
Eg: https://kona-micro-0011ab.local/
e Using “IP Address”
IP Address URL: https://<GW IP Address>/
Eg: https://192.0.2.111/

2. Navigate to Device Profile section.

EMBEDDED LNS

-

3. Click the ‘4’ icon on the right side of the page to add a new Device Profile.

Device Profiles

O =

4. User has three options for Configuration of device profiles:

e Select Device profile from existing list of Device profile template.

e Configure Device profile Template using Vendor package
e Add Device profile Manually.

2.1 Pre-Configured Device Profile Template

To Select a Device Profile from the existing list of Device profile Templates:

1. Click on Select device-profile template



https://192.0.2.111/

Add Device Profile

GENERAL JOIN CLASS B CLASS C
Name*
Enter name
Description

Enter description

2. Select a Vendor.
3. Select from the Device Profile Template, from the dropdown menu

Select device profile template

Vendor*

-»

| 4

| Tektelic Communications Inc.

Device Profile Template*

| ¢mm

[Select template

BREEZE-V Indoor Ambient Environment Monitoring

To £ BREEZE Indoor Ambient Environment Manitoring le
eni CLOVER Agriculture Sensor
COMFORT Smart Room Sensor Base
FINCH SafeAlert Indoor Sensor
KIWI Agriculture Sensor
ORCA Industrial GPS Asset Tracker
PELICAN Enterprise Outdoor Tracker
ROBIN Outdoor Panic Button
SEAL Wearable Safety & GPS Tracker

SPARROW Enterprise Asset Tracker
TUNDRA Temperature Sensor
VIVID Smart Room Sensor PIR

e Click on Confirm

Select device profile template

Vendor®

Tektelic Communications Inc. *

Device Profile Template*

[ BREEZE Indoor Ambient Environment Monitoring G]

To see more device profile templates, go to the ‘Device Profile
Template' tab on the Upgrade Firmware page and install packages
with additional vendor templates

——
Cancel | Confirm -
\

4. Click on “Submit” to save the Device profile




GENERAL

Add Device Profile

Select device-profile template

Name*
BREEZE Indoor Ambient Environment M

Description

Sensor that efficiently monitors CO2
and occupancy

MAC version*

LoRaWAN 1.0.4

Regional parameters revision®

RP002-1.0.3

Flush queue on activate
Expected uplink interval (secs)*

3600

Device-status request frequency (req/day)

2.2  Configure Vendor Device Profile Template

To Select a Device Profile from a different Vendor, add the corresponding package Device

profile Templates:
Before we begin, the user has to

a) Install packages with additional vendor templates
b) And then Select the corresponding Vendor and Device profile Template.

1. Click on Select device-profile template

GENERAL

Add Device Profile

Select device profie template -

Name*

Description

2. Click on “Upgrade Firmware page” hyperlink



X

Select device profile template

Vendor*

Tektelic Communications Inc.

Device Profile Template*

ar

Select template

To see more devic the 'Device Profile

Template' tab on the]Upgrade Firmware page install packages
with additional vendor templates

3. Userisredirected to “Upgrade Firmware” page. Switch to “FEED URL” tab

Upgrade Firmware

BSP UPGRADE FEED URL DEVICE-PROFILE TEMPLATES

4. Click the ‘+’ icon on the right side of the page to add a feed.

Upgrade Firmware

BSP UPGRADE FEED URL DEVICE-PROFILE TEMPLATES

NAME ADDRESS

©

Add feed

5. Enter the Name and Address, then Click Apply to save the changes



Upgrade Firmware

FEEDURL

profiles | | hitp://10.7.7.122/ipk/er-test/device-profiles |

6. Once the URL is applied, switch to “DEVICE PROFILE TEMPLATES” tab to view the
available packages to install.

Upgrade Firmware

BSP UPGRADE FEED URL DEVICE-PROFILE TEMPLATES
Installed Device-Profile Template Packages Available to install Device-Profile Template Packages
v device-profiles-tektelic device-profiles-samplevendor

7. Select the checkbox for the applicable package and click “Install” to complete the
installation of the Device-Profile Template package.

Upgrade Firmware

P UPGRADE FEED URL DEVICE-PROFILE TEMPLATES
Installed Device-Profile Template Packages Available to install Device-Profile Template Packages
v device-profiles-tektelic device-profiles-samplevendor

8. After the installation success message appears, proceed to the next step



BSP UPGRADE FEED URL

Upgrade Firmware

DEVICE-PROFILE TEMPLATES

All packages were installed successfully

9. Navigate to Device Profile section

EMBEDDED LNS

Device Profiles -

Devices

BACnet Server

Modbus Server

Tools

10. Click the ‘4’ icon on the right side of the page to add a new Device Profile.

Device Profiles

Loading...

Add Device Profile

11. Click on Select device profile template

GENERAL

Add Device Profile

Mame*
Enter name
Description

Enter description

Select device-profile template -

12. Select a Vendor.




Select device profile template

Vendor*

{Tektelic Communications Inc. 3]

Tektelic Communications Inc.

I SAMPLE vendor inc. -

To see more device profile templates, go to the 'Device Profile
Template’ tab on the Upgrade Firmware page and install packages
with additional vendor templates

[ i ] m

13. Select from the Device Profile Template, from the dropdown menu

Select device profile template

Vendor®

a

SAMPLE vendor inc.

Device Profile Template*

Select template s

NEWDEVICE by SAMPLE Vendor Inc. -

To see more device profile templates, go to the Device Profile

Template' tab on the Upgrade Firmware page and install packages
with additional vendor templates

[ - ] m

14. Click on Confirm



Select device profile template

Vendor*

SAMPLE vendor inc. B

Device Profile Template®

P
NEWDEVICE by SAMPLE Vendor Inc. B

To see more device profile templates, go to the 'Device Profile
Template' tab on the Upgrade Firmware page and install packages
with additional vendor templates

RN - R

15. Click on “Submit” to save the Device profile

GENERAL

R Select device-profiie template:

Add Device Profile

Name*

NEWDEVICE by SAMPLE Vendor Inc.

Description

Fake sensor that mimics the
functionality of Breeze

LoRaWAN 1.04

Regional parameters revision®

RP002-1.03

Flush queue on activate

Expected uplink interval (secs)*

3600

Device-status request frequency (req/day)

Enter frequency

2.3  Adding Device Profile Manually

1. Configure device profile based on the documentation from your device vendor:

ii.
jii.
iv.

Assign a name for the device

Enter the Description

Enter MAC version and regional parameters revision appropriate for
your device. Default MAC version is LoRaWAN 1.0.2 and Regional
parameters revision as RP002-1.0.2.

Enter the Expected uplink interval in seconds



Add Device Profile

Name*
Description
MAC version”
| LoRaWAN 1.0.3 + | -
Regicnal parameters revision”
I ] 4
B Flush queus on activate
Expected uplink interval (secs)”
(= | =
Device-status request frequency (reg/day)
2. Select CODEC tab, and enter the Decoder code here.
Add Device Profile
CODE: -

Enter the Decoder code here

Please note, use the exact CODEC for your device model, if you are unsure which CODEC

to use, contact your device vendor to obtain the decoder script.

3. For Example: For Tektelic devices, official payload decoders are available on TEKTELIC's

GitHub.
a.

Go to LoRa Alliance Payload Codec 1.0.0 folder in Tektelic GitHub (LoRa

Alliance format).



https://github.com/TektelicCommunications/data-converters/tree/master/LoRa%20Alliance%20Payload%20Codec%201.0.0
https://github.com/TektelicCommunications/data-converters

B TektelicCommunications / data-converters ' Public

<> Code () Issues 3 Il Pullrequests (® Actions [ Projects @ Security |~ Insights

¥ master ~ ¥ 2Branches © 0 Tags Q Go to file

T kschluff-tektelic Merge pull request #5 from TektelicCommunications/seal-v1.0 @@ 7cTef2d -8 months ago  {E) 39 Commits
I8 Encoders add seal 1.0 converters & months ago
I B LoRa Alliance Payload Codec 1.0.0 I «ea\ 1.0 converters & months ago
| TN 2 add seal 1.0 converters 8 months ago

b. Choose the folder named according to your device type

Name Last commit message Last commit date

| ..

B agro Replaced U5916 with US915 last year

B aura-flux Added separate folder for Tektelic v2 last year

B breeze Replaced US916 with US915 last year
« Replaced US916 with US915 last year

c. Copy the code and insert into, Add Device Profile “Codec” tab

@ neerajsunil Replaced USI16 with US915 5b93cfc - 2 years ago ) History

[ Code | Blame ' 1384 1ines (1376 10c) - 37.6 k8

Vv function decodeUplink(input){

var decoded_data = {(};
var decoder = (1;

var bytes = convertTouint8Array (input.bytes);
decoded_data[raw'] = toHexstring(bytes).toUpperCase();

1
2
3
4
s var errors = [];
6
7
8 decoded_data[’fPort'] = input.fPort;

4. After successfully entering the CODEC, click on “Submit” to save the Device profile

= -




3. Manage LoRaWAN Devices

1. Login to Kona Link web page using “Host Name” or “IP Address”:
e Using “Host Name”

Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/

Eg: https://kona-micro-0011ab.local/

e Using “IP Address”
IP Address URL: https://<GW IP Address>/
Eg: https://192.0.2.111/

2. Navigate to Devices section.

EMBEDDED LNS

3. Click the ‘+" icon on the right side of the page to add a new Device.

Devices

Add Device

4. Configure device parameters:

e DevEUI (Device Unique Identifier)

e Name

e Device profile (chose existing from the dropdown list)
e JoinEUI (Join Server Identifier)

e Application Key (on submit)



https://192.0.2.111/

5. Click on Submit.

Devices

Add Device

Device EUI*

| ¢
| ¢

I 6471da000000caef

Mame™

I BREEZE-ODCAEF

Description

Device profile”

| ¢
| ¢
| ¢

I Breeze-V Indoor Ambient Environmen ¥

Join EUIF

I 6471da8010000000

Application Key™

I 56218d7ca79c645304beBad6b467 1239

Discard

6. When first added, the device shows “Never Seen.” To update this, either
device to the network or wait for the next uplink to occur automatically.

rejoin the

647fda000000caef

Devices

BREEZE-OOCAEF

Breeze-V Indoor Ambient
> YO Never Seen
Environment Monitoring

647fda000000caef

Devices

NAME DEVICE PROFILE LAST SEEN

B -V Indoor Ambient =
reczert ndosr AMBE | 2025-06-10 16:46:50 - Z @
Environment Monitoring - .

BREEZE-00CAEF

NOTE: After creating the device profiles and adding devices, the Last Seen field will update to

confirm the devices are online. If the devices are not online, refer to the Troubleshooting section.




4. Application Specific Configurations

4.1

Connecting to BACnet IP

1. Login to Kona Link web page using “Host Name” or “IP Address”:

Using “Host Name”

Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/
Eg: https://kona-micro-0011ab.local/

IP Address URL: https://<GW IP Address>/
Eg: https://192.0.2.111/

Using “IP Address”

2. Navigate to BACnet Server

3.

EMBEDDED LNS

“Enable” the BACnet server, the default setting is “Disable”

4. Enter the details in Name, Device Id and Device Port fields

SERVER

BACnet Server

BACnet is currently enabled

ovse Q| 4

BACnet Device Name*

| TEKTELIC

|

BACnet Device ID*

| 1156003

| ¢
|

BACnet Server/Device Port*

| 47808

Jiscard




5. Switch to “BACnet Objects” tab to configure BACnet objects.

6. Select from the devices already configured. (Please note the devices are organized by
Device Type)

7. Device Selection and BACnet Object Configuration:
BACnet Object Configuration for TEKTELIC Devices

1) Click on “Select device to configure” and choose the Device.

BACnet Server

nfigure ¢ h
Breeze-V Indoor Ambient Environment Monitoring
BREEZE-OOCAEF (647fda000000caef) -
é )

NOTE: BACnet objects are automatically be created upon receiving an LoRaWAN Uplink.

Alternately, users may follow “Manual configuration of BACnet Objects” steps to setup
BACnet objects.

NOTE: Only “Uplink” objects are created automatically, BACnet objects used to send
LoRaWAN Downlinks must be configured manually by the user following the steps for

2) Click the ‘+’ icon on the right side of the page to add a BACnet object.

BACnet Server

BACMET OBJECTS

BREEZE-00CAEF (647fda000000d80f)

Select BAChet object

Add BACnet Object

3) Select the BACnet object, i.e. the LoRaWAN parameter name from the drop down
for an Uplink.



BACnet Server

SERVER BACNET OBJECTS
BREEZE-O0CAEF (647fda000000d80f)

N NAME OBJECT NAME OBJECT TYPE FPORT PROPERTIES

Select BACnet object ¢ -
————1
UPLINKS =

barometric_pressure

battery_voltage -
co2_pressure_compensated [ Discard | “
co2_raw D
existing_time_rqst_id
initial_time_rgst_id
light_intensity
light_state
motion_event_count
motion_event_state
relative_humidity
rem_batt_capacity_display
rem_batt_capacity_sensor
temperature
DOWNLINKS
active_hours
app_eui

app_key Copyright © 2022-2025 TEKTELIC Communications Inc. KONA Link v1.2.0

o The Object Name, Object Type, FPort and Properties (units and COV
Increments) are populated automatically. User may modify these fields as

needed.
BACnet Server
SERVER BACNET OBJECTS
BREEZE-OOCAEF (647 fda000000d80f)
LORAWAN NAME OBJECT NAME OBJECT TYPE FPORT PROPERTIES
Units: Hectopascals
[baromutric,prmum =] | 647fda000000d20f-barometric_pressure | | Analog Input | |10 |
COV Increment: 1
Discard | Apply

o The Object Type for Uplinks are typically Multi-state Input, Character string
value, Analog Input, or Binary Input.




Analog Input ¢J
S

Multi-state Value
Analog Value
» Octet String Value

Erra— -
] Character String Value _
Analog Input —
Binary Value
Binary Input _

o When the user selects “Multi-state Input” from the Object Type dropdown
menu, they can then proceed to specify the number of states.

BACnet Server

BACNET OBJECTS

BREEZE-DOCAEF (647fda000000d80f)

Number of states: | 2
barometric_pressure ® 647fda000000d80f- barometric_pressure Multi-state Input g 10 State 1: statel
State 2: state2
Discard ‘ Apply

4) Select the BACnet object, i.e. the LoRaWAN parameter name from the drop down
for a Downlink.
o Object types used for downlinks are typically Analog Value, Binary Value,
Character String Value, or Octet String Value.



BACnet Server

BACNET QBJECTS

BREEZE-OQOCAEF (647 fda000000d80) :

battery_report_options - 6471da000000d30f-battery_report_optic Octet String Value J 100 Relinquish Default: 00

DOWNLINKS s
active_hours
app_sui
app_key Discard Apply

app_session_key

battery_repos

ble_display_language
ble_display_whitefisting_snabled
calibration_contral
co2_sampling_parameters
configuration_factory_reset
device_address

device_eui

drm_enabled
drm_request_update_period
format_options
hold_off_intervals
iir_filter_control

local_timestamp Copynght © 2022-2025 TEKTELIC Communications Inc, KONA Link v1.20

5) Repeat the steps above to add all required BACnet uplink and downlink objects.

6) Click on “Apply”

BACnet Server

SERVER BACNET QBJECTS

BREEZE-O0CAEF (647fda000000d80f) 3
LORAWAN NAME OBJECT TYPE FPORT
Units: Hectopascals 3
barometric_pressure : 647fdaD00000d80f-barometric_pressure Analog Input : 10
COV Increment: 1
battery report_options * 647fdaD00000d80f-battery_report_optic Octet String Value . 100 Relinquish Default: 00

Discard

-

Steps for Manual Configuration of BACnet Objects

1) Click on “Select device to configure” and choose the Custom Device.



BACnet Server

SERVER BACNET OBJECTS

a
L. A

( Select device to configure

L.

BREEZE-V Indoor Ambient Environment Monitoring
BREEZE-00CAEF (647fda000000d80f)

COMFORT Smart Room Sensor Base
Device Test (647fda000001c620)

2) Click the ‘+’ icon on the right side of the page to add a new BACnet object.

BACnet Server

BACNET OBJECTS

| Vendor profile Device1 (11111111171111117)

N NAME B MAME OBJE

| BACnet object mappings haven't been added yet. Add some to see them here. I

e m

3) User can enter the LoRaWAN Name (ensuring it matches the parameter name used
in the LoORaWAN decoder), along with the Object Name, Object Type, and Properties
(units and COV Increment).

BACnet Server

BACNET OBJECTS

Vendor profile Device? (1111111111111111)

Units: | No Units 3 |
Il'\'.;-r LoRaWAN name I IL Dbject name I I Analog Input B I 100 0
R Iw—l

4) Repeat the steps above to add all required BACnet uplink and downlink objects.



5) Click on “Apply”

4.2 Connecting to Modbus TCP/IP

1. Login to Kona Link web page using “Host Name” or “IP Address”:
e Using “Host Name”
Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/
Eg: https://kona-micro-0011ab.local/
e Using “IP Address”
IP Address URL: https://<GW IP Address>/
Eg: https://192.0.2.111/

2. Navigate to Modbus Server

EMBEDDED LNS

3. “Enable” the Modbus Server, the default setting is “Disable”

4. Enter the details in Modbus Server Name, and Modbus Server Port fields and then click
IlApplle.

Please note, the default port is 502, but any port number greater than or equal to 500
may be used.


https://192.0.2.111/

Modbus Server

SERVER

Modbus is currently disabled.

Modbus Server Name*

| Modbus Server 647FDAFFFEOADEAD | -

Modbus Server Port”

| 502 | -

5. Switch to “MODBUS REGISTERS” tab to configure registers.

6. Device Selection and Modbus Registers Configuration:

MODBUS Register Configuration for TEKTELIC Devices

1) Select the Device for Modbus Register Configuration
o Select from the devices already configured. (Please note the devices are
organized by Device Type)
o Click on Select device-profile template

Modbus Server

SERVER MODBUS REGISTERS -

{SEK‘(( device to configure

BREEZE Indoor Ambient Environment Monitoring
| BReEZE Devicet (647fda000000d307 |
1 ]

f1

2) Configure Downlinks using “Coil” Register
o Click the ‘+’ icon on the right side of the page to add a Coil.

Coil

No Coil registers have been added yet. Add some to see them here.




o Select the Modbus register, i.e. the LoORaWAN parameter name from the drop
down.

Coil

[ o=
DOWNLINKS
ble_display_language
ble_display_whitelisting_enabled
drm_enabled
format_options
rh_thresholds_enabled

temp_thresholds_enabled

o The Register Name, Data Type, Address, FPort and Properties (True value, False
value) are populated automatically. User may modify these fields as needed.

Coil

PROPERTIES

Enable |

True value:

l temp_thresholds_enablec ¥ | | Boolean T 1 00001 100

False value: | Disable |

3) Configure Uplinks using “Discrete Input” Register
o Click the ‘+’ icon on the right side of the page to add a Discrete Input.

Discrete Input

No Discrete Input registers have been added yet. Add some to see them here.

Hea

Add Discrete Input

o Select the Modbus register, i.e. the LoORaWAN parameter name from the drop

down.

Discrete Input

| select Modbus register + - il

UPLINKS
light_state

motion_event_state

o The Register Name, Data Type, Address, FPort and Properties (True value, False
value) are populated automatically. User may modify these fields as needed.



Discrete Input

True value: | Bright |

Boolean $ 1 10001 <

light_state =|
False value: | Dark |

4) Configure Uplinks using “Input Register”
o Click the ‘+’ icon on the right side of the page to add an Input Register.

Input Register

No Input Register registers have been added yet. Add some to see them here.

D

Add Input Register

o Select the Modbus register, i.e. the LoORaWAN parameter name from the drop
down.

Input Register

Select Modbus register + _

UPLINKS
barometric_pressure
battery_voltage
co2_pressure_compensated
co2_raw
existing_time_rgst_id
initial_time_rqst_id
light_intensity
motion_event_count
relative_humidity
rem_batt_capacity_display
rem_batt_capacity_sensor

temperature

o The Register Name, Data Type, Address, FPort and Properties (Scale) are
populated automatically. User may modify these fields as needed.

Please note, for certain registers, the Properties field may not be
populated. The Scale value represents a multiplier applied to the
received register data. It is often used to convert between integer and
floating-point values. For example, applying a scale factor of 0.1 to a
received value of 101 results in 10.0.




Input Register

ORAWAN NAME DATA TYPE QUANTITY ADDRESS FPOR PROPERTIES
[:nz,pressure,cnmpensam :] Unsigned Integer (16-bit) 4 1 30001 Scale: 1 ]
L

5) Configure Uplinks and Downlinks using “Holding Register”
o Click the ‘+’ icon on the right side of the page to add a Holding Register.

Holding Register

No Holding Register registers have been added yet. Add some to see them here.

He

Add Holding Register

o Select the Modbus register, i.e. the LoORaWAN parameter name from the drop
down.

UPLINKS al
barometric_pressure
battery_voltage
co2_pressure_compensated
co2_raw
Exls!\ng_time_rqsl_\d
initial_time_rqst_id
light_intensity
motion_event_count
relative_humidity
rem_batt_capacity_display
rem_batt_capacity_sensor
temperature

DOWNLINKS
active_hours
app_eui
app_key
app_session_key Holding Register
battery_report_options

calibration_control . DATA TYPE QUANTITY ADDRESS FPORT PROPERTIES

Select Modbus register : 4= o
s

o The Object Name, Object Type and Properties (units) are populated
automatically. User may modify these fields as needed.

Please note, for certain registers, the “Properties” field may not be
populated




Holding Register

LORAWAN NAME DATA TYPE QUANTITY ADDRESS FPORT PROPERTIES
co2_pressure_compensat + | Unsigned Integer (16-bit) : 1 40001 Scale: 1 1w
4L

6) Repeat the steps above to add all required Modbus uplink and downlink registers.

7) Click on “Apply”

~ Discard | -

MODBUS Register Configuration for CUSTOM Devices

1) Select the Custom Device for Modbus Register Configuration

2) Click on “Select device to configure” and choose

o Select from the devices already configured.

organized by Device Type)

the Custom Device.

(Please note the devices are

SERVER MODBUS REGISTERS

Modbus Server

[Vendorprofi\e Device1 (1111111111111111)

a
v

)

COMFORT Smart Room Sensor Base
Device Test (647fda000001c620)

BREEZE-V Indoor Ambient Environment Monitoring
BREEZE-OOCAEF (647fda000000d80f)

Vendor profile
Vendor profile Device1 (1111111111111111) -

3) Configure Downlinks using “Coil” Register

o Click the ‘+’ icon on the right side of the page to add a Coil.

Coil

No Coil registers have been added yet. Add some to see them here.




o User can enter the Register Name, Data Type, Address, Fport and Properties,
ensuring it matches the parameter name used in the LoORaWAN decoder.

Coil

Enter LoRaWAN name

4) Configure Uplinks using “Discrete Input” Register
o Click the 4+’ icon on the right side of the page to add a Discrete Input.

Discrete Input

User can enter the Register Name, Data Type, Address, Fport and Properties,
ensuring it matches the parameter name used in the LoORaWAN decoder.

Discrete Input

Enter LoRaWAN name

5) Configure Uplinks using “Input Register”
o Click the ‘+’ icon on the right side of the page to add an Input Register.

Input Register

No Input Register registers have been added yet. Add some to see them here.

o User can enter the Register Name, Data Type, Address, Fport and Properties,
ensuring it matches the parameter name used in the LoRaWAN decoder.




Input Register
LORAWAN NAME DATA TYPE QUANTITY ADDRESS FPORT PROPERTIES

Enter LoRaWAN name ]I[

6) Configure Uplinks and Downlinks using “Holding Register”
o Click the ‘+’ icon on the right side of the page to add a Holding Register.

Holding Register

No Holding Register registers have been added yet. Add some to see them here.

O
o User can enter the Register Name, Data Type, Address, Fport and Properties,
ensuring it matches the parameter name used in the LoRaWAN decoder.
Holding Register
LORAWAN NAME DATA TYPE QUANTITY ADDRESS FPORT PROPERTIES
Enter LoRaWAN name ]E
+

7) Repeat the steps above to add all required Modbus uplink and downlink registers.

8) Click on “Apply”

Discard | Apply -

4.3 Send Decoded Uplink to External MQTT Broker

1. Login to Kona Link web page using “Host Name” or “IP Address”:
e Using “Host Name”
Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/
Eg: https://kona-micro-0011ab.local/
e Using “IP Address”
IP Address URL: https://<GW IP Address>/
Eg: https://192.0.2.111/



https://192.0.2.111/

2. Follow the Node-RED Web Ul link in Embedded LNS subsection in Kona Link

? KONA Link OpowR  (iHoME [ sinout

Embedded LNS

Use the links below to access the tools and configure your Industrial Gateway for your specific needs.

NETWORK

* Embedded LNS
Manage LoRaWAN devices and connect them to the BACnet or Modbus applications.

Node-RED Web Ul | <

Build and manage automation flows for BACnet and Modbus using visual programming in Node-
RED.

svsTEm

B —

3. Inanew flow go to menu and select Import

4. Go to section Local and select MQTT.json flow for your application:

Import nodes

Clipboard ~ 8 Local
~ i flows
Local _
[ BACnetServerjson
Examp) [ GetUplinks. json

[ ModbusClient json

[ ModbusServer json

Ex—

[ SendDownlinks json

Importto | cument flow = new flow

5. InSend External MQTT Broker node in Server field enter the address of the MQTT broker
you wish to use



| Modbus Server Modbus Client || @ Get upiinks

T @ Send Downlinks i @ MATT

i | Edit mqtt out node

4 Properties &

' » I Q server broker.hivemq.com:1883 VI 4

2= Topic application/ex_app/device/ex_dev/eventex_event
@ Qos 0 v D Retain false v
® Name Send to External MQTT Broker

Tip: Leave topic, qos or retain blank if you want to set them via msg
properties

Delete Cancel
click on the beiow comment then the Info icon on the top right and view the explanation on the bottom right of the flow and what needs (o be dg

BEE

6. Deploy the flow.

4.4 Get Decoded Uplinks from Chirpstack LNS to Node Red

1. Login to Kona Link web page using “Host Name” or “IP Address”:

e Using “Host Name”

Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/

Eg: https://kona-micro-0011ab.local/

e Using “IP Address”

IP Address URL: https://<GW IP Address>/

Eg: https://192.0.2.111/

2. Follow the Node-RED Web Ul link in Embedded LNS subsection in Kona Link

NETWORK

RED.

Embedded LNS

Use the links below to access the tools and configure your Industrial Gateway for your specific needs.

* Embedded LNS

Manage LoRaWAN devices and connect them to the BACnet or Modbus applications.

Node-RED Web U1 | <«

Build and manage automation flows for BACnet and Modbus using visual programming in Node-

3. Inanew flow go to menu and select Import



https://192.0.2.111/

4. Go to section Local and select GetUplinks flow for your application:

Import nodes

Clipboard v 8 Local

~ i flows

Local [3 BACnetServer.json

Examp) I [ Getuplinks.json I -

[ ModbusClient json

[3 ModbusServerjson
3 MQTT.json

[3 sendDownlinks.json

Importto | currentflow = new flow

Cancel

5. On the incoming warning message, click on View nodes.

Some of the nodes you are importing already exist in your
workspace.

Import copy

6. On the Import nodes window, ensure that only Get Uplinks is checked, then click on
Import selected.

Import nodes

Some of the nodes you are importing already exist in your workspace

Select which nodes to import and whether to replace the existing nodes
or to import a copy of them

Flows

|8 > & Getupinks | -

Configuration nodes

O localhost: 1883 eplace

Cancel Import selected




7. In GetUplinks flow configure Get Uplinks from Embedded LNS MQTT Server input node:
7.1. Server: localhost:1883 for Embedded LNS

7.2. Topic: Set the subscription topic to match the topic of your LoRaWAN device (e.g.,
device uplink).

Get Uplinks Edit mqtt in node

For more information on this sample fiow, ciick on the below comment then the Info icon on the top right and view the expianation 0 © Properties

» Ig\-v ver localhost 1883 v 2 I
Action 1! single toph

» IEM;‘ application/+/device/+/event/+ I
® QoS 0

Get Uplinks

L' Get Upiinks from Chirpstack MQTT Broker I «
Z:"' Decode MQTT Broker into JSON [up] 5 _ @ Output auto-detect (parsed JSON object, string or buf v

8. Once you receive the uplink data, use a function node to process it. You may need to

decode the payload using a data converter if Embedded LNS is set up with the correct
profiles.

9. After decoding the data, you can use it to trigger other actions, such as sending data to
a database, displaying it on a dashboard, or forwarding it to other systems.

10. Deploy the flow.




5. Licensing Process

Gateways operating with Embedded LNS require a valid license. Each license is uniquely gener-
ated based on the gateway’s fingerprint and cannot be reused on any other device.

To obtain this license, the gateway’s fingerprint must first be retrieved and submitted to
TEKTELIC. TEKTELIC will then generate and return a valid license file. Once received, the license

must be installed on the gateway.

This section provides a detailed explanation of both steps:
1. Retrieving the gateway fingerprint
2. Installing the license

Please note, Licensing is supported only on BSP version 7.2.13 and later.

5.1 Retrieving the Gateway Fingerprint
A gateway fingerprint is required before TEKTELIC an generate a license.
Steps to Retrieve Fingerprint in KONA Link:

1. Login to Kona Link web page using “Host Name” or “IP Address”:
e Using “Host Name”
Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/
Eg: https://kona-micro-0011ab.local/
e Using “IP Address”
IP Address URL: https://<GW IP Address>/
Eg: https://192.0.2.111/

2. Navigate to “Licensing” under System section.

SYSTEM

Licensing —



https://192.0.2.111/

3. Select Show Fingerprint

Licensing

4. Copy the displayed fingerprint for submission to TEKTELIC sales

Gateway Fingerprint

Only share this fingerprint with the license issuer.

7d1fb6d9d85bfbc97c1e8018346dcce6e0821f90423bbdb40550f048ce93d34c -

5. Share the “Gateway Fingerprint” with TEKTELIC Sales.

5.2  Activating the License

After receiving your license file from TEKTELIC:

1. Login to Kona Link web page using “Host Name” or “IP Address”:
e Using “Host Name”
Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/
Eg: https://kona-micro-0011ab.local/
e Using “IP Address”
IP Address URL: https://<GW IP Address>/
Eg: https://192.0.2.111/

2. Navigate to “Licensing” under System section



SYSTEM
General
Change Password
SNMP Settings
Upgrade Firmware

Gateway Logs

Licensing -

3. Select Add License

Licensing

Show Fingerprint Add License 4=

4. A pop-up window will appear prompting the user to Choose File. Select the license
file provided by TEKTELIC, then click Confirm to save the changes.

Upload License

‘ (6 W SN E S WIN G file chosen

e Y
‘ Cancel Confirm -
e A

5. The user should now be able to view the uploaded license, displaying the License ID,
features, expiry date, and the associated Gateway ID.



Licensing

Show Fingerprint Add License

Li D F Expiry G
icense eatures 2025-12-01 ateway E
L-1764008163 Embedded LNS 647FDAFFFEO16BE6
18:16:03 UTC




6. Troubleshooting
6.1 Device Connectivity Issue - Check gateway Configuration

1. If the user has trouble connecting, check the gateway BSP version

2. If your Gateway was shipped with BSP version 7.2.13 or earlier, follow the below steps
to check if the Gateway is listed.

a. Login to Kona Link web page using “Host Name” or “IP Address”:

= Using “Host Name”
Host Name URL: https://kona-<GW variant>-<last 6 digit GW ID>.local/
Eg: https://kona-micro-0011ab.local/
= Using “IP Address”
IP Address URL: https://<GW IP Address>/
Eg: https://192.0.2.111/

b. Navigate to “Tools” under Embedded LNS

EMBEDDED LNS

c. Loginto Embedded LNS Network Server by clicking on “Embedded LNS” link.

Embedded LNS Tools

Use the links below to access the tools and configure your Gateway with Embedded LNS for your
specific needs.

e Embedded LNS _

Manage LoRaWAN devices and connect them to the BACnet or Modbus applications.

e Node-RED Web Ul

Build and manage automation flows for BACnet and Modbus using visual programming in Node-
RED.




3.

d. Navigate to Gateway section, and verify if a gateway is listed.

TEKTELIC

cemmunicatiant

TEKTELIC Tenants [ TEKTELIC / Gateways

& Netwerk Server I Gateways

© Dashboard

far Tenants

Last seen

Gateway 1D

Name

Region 1D

A Users

* Online 2025-07-25 09:16:20

B4TIdatiled 1 foea

B4TFDAFFFEOTFCEA

us915.0

£ AP Keys
8 Device Profile Templates
@ Regions
£ Tenant
@ Dashboard
A Users
£ AP Keys

@ Device Profiles

[ |

i Gateway Mesh

If the gateway is listed,

a. Click on “Gateway ID”

b. Select “LoRaWAN frames” tab

c. Verify if the packets are being received

Dashboard Configuration

TLS certificate

LoRaWAN frames

-

2025-07-30 0%:05:33

2025-07-30 09:05:33

2025-07-30 09:05:32

2025-07-30 09:05:31

2025-07-30 09:05:29

2025-07-30 09:05:29

2025-07-30 09:05:28

@ UnconfirmedDatalp

@ UnconfirmedDatalp

@ UnconfirmedDatallp
@ UnconfirmedDatalp

@ UnconfirmedDatalp

@ UnconfirmedDatalp

@ UnconfirmedDatalp

DevAddr:

DevAddr:

DevAddr:

DevAddr:

DevAddr:

DevAddr:

DevAddr:

8113202

EfBc3FFT

Getbaffs

6fbdb71b

Effébac?

6fc627as

Gedc 487




4. If the gateway is not listed,

a. Click on “Add gateway”, using the Gateway ID shown on the KONA Link home
page.

Gateways Add gateway

Last seen Gateway ID Name Region ID Region common-name

6.2 Managing Modbus Server after upgrading BSP

If you are upgrading from Embedded LNS BSP version 7.1.16.3 to BSP version 7.2.13
and were previously using Node-RED for managing Modbus registers, please review
the following:

1. For Existing Node-RED Modbus Users
b. You can continue using your existing Modbus setup in Node-RED after
upgrading.
c. However, do NOT enable the new Modbus service in BSP version 7.2.13 while
Node-RED Modbus is still active.

d. Running both simultaneously may cause configuration conflicts and affect
system stability.

2. Switching to the BSP version 7.2.13 Modbus
If you wish to adopt the new Modbus functionality included in BSP version 7.2.13:
o Disable the existing Modbus configuration in Node-RED first.
e Then re-populate all Modbus registers manually in the BSP version 7.2.13
Modbus interface using the steps listed in this section.

e Verify that all registers and mappings are configured correctly before
deployment.

6.3 Sending Downlinks to Embedded LNS

1. Inanew flow go to menu and select Import



2. Go to section Local and select SendDownlinks flow for your application:

Import nodes

Clipboard ¥ 8 Local

~ © flows

Local [@ BACnetServer.json

Examp| 3 Getuplinks.json
[3 ModbusClient.json
[ ModbusServer.json

3 MQTTjson

[3 SendDownlinks json - l

Importto | curmrent flow = new flov
e D

3. Click twice on Send Downlink and configure deveui, fPort and payload for your device
according to the device documentation. For TEKTELIC devices, you can use the KONA

Atlas tool to generate the payload.

Flow 1 Send Downlinks Edit function node
Delete
For more information on this sample flow, click on the beiow comment
& Properties
-~ % Name Create Downlink
Trigger Downlink
£+ Setup On Start On Message
e _ 1
Click to Trigger Downlink | —— Create Downlink — 2 return {
| L€ g - 3 [devEui: "@348587877320030", | <mmmmm
4 [fPort: 1, |
1 5 confirmed: true, _
6 |payload: "17@608" | =
7 b

On Stop

4. To get the DevEUI go to Application section in Embedded LNS and pick the application.

In Devices section pick the DevEUI of the Device.




© Network Server
@ Dashboard
@ Tenants
R Users
P APIKeys
Device Profile Templates
@ Regions

G Tenant
© Dashboard
A Users
£ APl Keys
B Device Profiles
= Gateways

@ Gateway Mesh

5. In Embedded LNS go to API Keys section and click on Add API Key

test application application id: f392a5f0-6289-4291-92¢9-06201a3d5193

Devices  Multicast groups

Last seen

2024-11-15 13:28:52

2024-11-15 13:20:36

2024-11-15 14:43:53

2024-11-15 125919

[ 5 oo ] <f—

Relays o

DevEUI

034050787f3a21870

034050787f3a1871

034050787f3a21872

034050787f3a1874

sensor 6

sensor 8

Device profile

uss1s

us91s

us91s

us915

R
Delete application

Battery

[I] 10/ page

& Network Server
@ Dashboard
@ Tenants
R Users

£ APl Keys

[ Device Profile Temp!

API keys

6bb52190-4895-419f-95¢0-87195b84b6e3

« 53174b9c-bfAc-446d-9929-30dc74d60beS

lates

Name

Comfort API Key Test

load test

» Add API key

Action

o

o

6. Record and copy the API key then click on “Back”. It is critical that this key is recorded as
it cannot be viewed again in the future. If the key is lost, you will need to generate a new

one.

ChirpStack

O Network Server

@ Dashboard

@ Tenants

P APl Keys

@ Device Profile Templates

Network-server / APl keys / Add
Add API key

Use the following AP token when making API requests. This token can be revoked at any time by deleting it. Please note that this token can only be retrieved once:

@y)OeXAIOUKV 1QiLCInbGCiOiIUzI 1NiJ9.2yIhdWQiOijaGlycHN

A Users . ass

JyOTIiL]

OC1hZ)VILTUZNmUwNDImNTYxNilsinRScCI6ImtleS)9.ErN 1rinmh90u61HIDyuKu5 1uBozbKj2asvKA2Fhe

7. Backin NodeRED:

Double click on Send Downlink to Embedded LNS
make sure the Server is localhost:8080

insert APl Token (Key) you got from Embedded LNS into API Token line
Click on “Done” and then after window closes click on “Deploy”




Send Downlinks

Edit device downlink node

For more information on this sample flow, click on the below comment then the Info icon on the top right and view t!

 Properties
» I & Server localhost:8080
L]
n r Downilink =
igger Downlink aUse TLS
&, API Token
© e - I s
| Click to Trigger Downlink Create Downlink

zll Send Downlink to Embedded LNS l

Encoding HEX v
¥ Name Send Downlink i} Embedded LNS

8. Click on “Deploy”

=< Node-RED

=" Deploy
o Flo

ow 1 ®  Send Downlinks - i info i 8
~ common I~

&
For more information on this sample flow, click on the below comment then the info icon on the top right and view t Flows
inject

> B Flow 1

9. Trigger downlink by pushing the activating button

Send Downlinks

Click to Trigger Downlink

Create Downlink - Send Downlink to Embedded LNS

6.4 Configure a Modbus Client

1. Inanew flow go to menu and select Import

2. Go to section Local and select Modbus Client flow:




Import nodes

Clipboard ¥ 8 Local

~ ¥ flows
Foeal [ BACnetServer.json
Exam [ GetUplinks json

[ ModbusClient.json -

[ ModbusServer.json
[ MQTTjson

B SendDownlinks.json

Importto = cumentflow new flow

Cancel

3. On the incoming warning message, click View nodes.

Some of the nodes you are importing already exist in your

workspace.
» View nodes Import copy

4. On the Import nodes window, ensure that only Modbus Client is checked, then click on
“Import selected”.

Import nodes

Some of the nodes you are importing already exist in your workspace.

Select which nodes to import and whether to replace the existing nodes,
or to import a copy of them.

Flows

I > E9 Modbus Client I «

Configuration nodes

0O [ ] modbus-tcp@127.0.0.1:502 eplace

Cancel Import selected

5. In Modbus Client flow in Read Register Values node:
e Address: 40001
e Quantity: 20 (means read 20 registers starting at the 40001 Modbus register

address)



e Poll Rate: 60 seconds (value update time period)

e Update the server address

Modbus Client

Edit Modbus-Read node

tion on this sample fo

© Properties

Settings

[ | Reaa Register vaes Modbus Response 3. |
I

| <
| <
[ =

6. Deploy changes. After that you can activate push button to read the Modbus register

values.

Get Uplinks Send Downlinks Modbus Client Modbus Server

BACNet > +

For more information on this sample fiow, click on the beiow comment then the Info icon on the top right a

Modbus Client |

tiv )

i info

Flows
B9 Get Uplinks
B9 Send Downlinks

59 Modbus

ient
B9 Modbus Server
] BACNet

£9 BACnet Room
£ BACnet Tests
£ Modbus Server

B9 Modbus Client

6.5 View Uplink Messages

1. Inaright panel select the debug icon represented by a bug.

Modbus Server

~ common

inject

complete

status
fink in

7

2.

In the nodes filter menu click on selected nodes



i debug i@ %| (& ~

» Y selectednodes ~ | | @all ~

(O all nodes

@ selected nodes...

O current flow

3. Select the flow you want to view uplinks for

¥ debug i 8w BB -

Y selected nodes @all -

select all select none x
> [J Send Downlinks
> [J Modbus Server

v [ Get Upiinks | <«
| Uplink with Decoded Uplink Object }gl ﬁ

4. You will be able to see decoded Uplink messages.

i debug i |8 = & E -

Y selected nodes + @al ~

1/22/2025, 2:00:54 PM node: Uplink with Decoded Uplink Obj| 4
msg.payload : Object
vobject

deduplicationId: "9e7a%9c12-859c-4blc-9@01c-
c622f9913324"

time: "2025-01-22T722:00:53.600405858+00:20"
» deviceInfo: object

devAddr: "@@fbd51a"

adr: true

dr: @

fCnt: 9257

fPort: 10

confirmed: true

data: "A2cAwwD/AS4="

vobject: object
battery_voltage: "3.e2"

fPort: 10 «

ambient_temperature: "19.5"

raw: "@3 67 @@ C3 @@ FF @1 2E"
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